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1. IMPORTANT BUSINESS SERVICES DEFINITION & CORE DISTINCTION

Definition: Important Business Services (IBS) are the products or services that, if disrupted, would result in significant negative impact to customers, the
organization, or financial stability. Identification and mapping of IBS forms the foundation of modern operational resilience programs.

Classification Tier Operational Scope & Regulatory Test Resource & Testing Impact

Important Business Service (IBS) Directly serves external customers or represents systemic
importance to the wider financial system. Disruption causes
material customer harm or systemic spillover.

Mandatory dependency mapping, explicit
evidence-based impact tolerances (RTO/RPO),
rigorous scenario testing.

Supporting Function Enables internal business delivery but does not directly impact
customers if degraded (e.g. internal reporting, non-critical HR).

Managed under standard business continuity
plans; does not carry external regulatory impact
tolerances.

Critical Supporting Function Supporting capabilities (e.g., authentication, identity, core
networking) whose degradation cascades into multiple
Important Business Services.

Elevated to critical resource status during
dependency mapping; must meet RTOs aligned
with dependent IBS.

2. FOUR-STEP IDENTIFICATION METHODOLOGY

Methodology Step Core Activities & Stakeholder Engagements Key Documentation & Governance Outputs

Step 1: Stakeholder
Consultation & Scoping

Comprehensive interviews across business lines, customer-
facing units, tech ops, risk, compliance, and regulatory
affairs. Identify revenue-material services, critical customer
cohorts, and systemic dependencies.

Initial service inventory list; scoping interview records;
regulatory touchpoint register; candidate IBS portfolio.

Step 2: Impact Analysis
Framework

Evaluate services across 5 core dimensions: Financial
(revenue loss, regulatory fines), Customer (access to
funds/data), Systemic (market contagion), Reputational
(brand/confidence), and Operational (continuity/availability).

5-dimension impact evaluation matrices; impact
escalation curves over time; customer harm assessment
sheets.

Step 3: Threshold Definition Establish quantitative thresholds to drive consistency:
minimum customer count affected, revenue loss caps,
tolerable outage duration, or systemic market thresholds
aligned with organizational risk appetite.

Documented quantitative threshold criteria; clear
boundary definitions separating IBS from supporting
activities.

Step 4: Service
Documentation

Document service definition, customer populations served,
revenue or strategic importance, critical dependencies, and
current resilience capabilities for each validated IBS.

Formal IBS Register baseline records; executive and
regulatory evidence packs; annual review triggers.

3. GOVERNING REGULATORY FRAMEWORK ALIGNMENT

Bank of England Resilience Framework
Firms must identify services important to
themselves and the wider financial system.
Requires evidence-based impact tolerances
demonstrable through severe but plausible
scenario testing.

EU DORA (In Full Effect Jan 2025)
Requires identification of critical functions and
important data assets. Mandates RTO and RPO
setting, rigorous ICT risk management, and formal
mapping of third-party ICT service dependencies.

Basel Committee Operational Resilience
Emphasizes that recovery objectives must be
achievable, operationally realistic, and regularly
validated through testing. Recovery objectives
directly inform capital planning and operational
risk quantification.
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4. MAPPING DEPENDENCIES & CRITICAL RESOURCES (5 CATEGORIES)

Comprehensive dependency mapping reveals single points of failure (SPOFs) and complex interdependencies that amplify initial disruptions.

Resource Category Components to Map Per Service Single Point of Failure (SPOF) Risk Focus

People Key operational roles, subject matter experts, technical
administrators, specialized teams, and shift staffing requirements.

Single individual dependencies; lack of cross-trained
backup personnel; concentrated regional staffing.

Technology Infrastructure • Core business applications & databases
• Networking & telecommunications infrastructure
• Cloud & hosting environments
• Integration & data pipeline dependencies
• Cybersecurity & authentication systems

Single data center/cloud region; shared
authentication bottlenecks; unmonitored API
integration points; batch data pipeline failure.

Facilities Primary operating offices, regional branches, alternate facilities,
backup operations centers, data center premises.

Co-located staff and primary hardware; lack of tested
remote or alternate operating capacity.

Data Critical customer records, transactional ledgers, reference databases,
encryption keys, and regulatory audit archives.

Unsynchronized secondary databases; asynchronous
data loss; corrupted transactional integrity.

Third Parties Critical third-party vendors, cloud hyperscalers, payment processors,
clearing houses, specialized SaaS providers.

Single-vendor dependencies (DORA/Basel risk); lack
of contractual recovery commitments; absent
contingency providers.

5. SETTING EVIDENCE-BASED IMPACT TOLERANCES (RTO, RPO & THRESHOLDS)

Tolerance Element Operational Definition & Measurement Governing Determination Factors

Recovery Time Objective
(RTO)

Maximum acceptable duration of service disruption before
full functionality must be restored. Expressed in minutes,
hours, or days.

Analyzes 4 Factors:
1. Customer impact escalation over time
2. External regulatory requirements & downtime caps
3. Competitive expectations & market alternatives
4. Operational constraints (realistic recovery feasibility)

Recovery Point Objective
(RPO)

Maximum acceptable age of data that can be recovered after
disruption. Reflects acceptable data loss (seconds, minutes,
hours).

Transaction velocity; regulatory data retention rules;
replication latency; cost of synchronous replication.

Data Availability Maximum acceptable portion of data that may be
unavailable during degraded operations.

Essential historical records vs real-time balance queries;
read-only customer portal fallbacks.

Service Degradation Maximum acceptable reduction in service functionality,
throughput, or response latency.

Core payment processing vs secondary statements;
minimum viable transaction capacity.

Affected Users & Financial
Cap

Maximum % of customer base experiencing disruption;
maximum acceptable revenue loss or cost exposure.

Retail vs wholesale customer impact; settlement failure
exposure caps; liquidity reserves.

6. IMPLEMENTATION ROADMAP & GOVERNANCE BEST PRACTICES

12-Week Implementation Roadmap:
• Weeks 1–2: Form governance structure and conduct stakeholder interviews.
• Weeks 3–4: Develop impact assessment framework and apply across service portfolio.
• Weeks 5–6: Finalize IBS candidate list and document business and regulatory rationale.
• Weeks 7–8: Conduct end-to-end dependency mapping and identify critical resources &
SPOFs.
• Weeks 9–10: Establish evidence-based impact tolerances, RTOs, RPOs, and degradation caps.
• Weeks 11–12: Document final decisions in IBS Register and obtain executive sign-off.

Governance & Iteration Rules:
• Cross-Functional Oversight: Business, Tech Ops, Risk,
Compliance, and Executive Sponsor.
• Annual Reassessment: Formal annual review cycle.
• Change Triggers: M&A, tech migration, new products, or
restructuring trigger re-evaluation.
• Testing Validation: Severe but plausible scenario testing
validates whether RTO/RPO assumptions hold true.
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