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EXECUTIVE OVERVIEW: THE BIA-TO-RISK ASSESSMENT ALIGNMENT CHECK (ISO 22301:2019 CLAUSE 8.2)
A threat risk assessment performed without an approved Business Impact Analysis (BIA) produces an undisciplined list of generic hazards
disconnected from real organizational priorities. Conversely, a BIA without threat scoring produces idealized recovery targets (RTOs/RPOs) detached

from environmental failure realities.

Mandatory Pre-Flight Protocol: Before scoring threats, verify that critical business activities, Maximum Tolerable Periods of Disruption (MTPD),
Recovery Time Objectives (RTO), and Recovery Point Objectives (RPO) are established and formally signed off by executive governance.

1. BIA ALIGNMENT VERIFICATION WORKSHEET

BIA Alignment Element

Prioritized Business Activities

Maximum Tolerable Disruption
(MTPD)

Recovery Time Objective (RTO)

Recovery Point Objective (RPO)

Minimum Continuity Objectives
(MBCO)

Standard Specification & Governance
Requirement

Ranked inventory of essential operational,
customer-facing, and revenue-generating
workflows.

Strict ceiling beyond which the organization faces
existential insolvency, licensing loss, or fatal breach.

Target duration to restore activity to minimum
operational level. Must be strictly less than MTPD.

Maximum allowable data loss measured in time
backward from disruption event to last verified
state.

The minimum acceptable capacity, throughput, and
service volume required during disruption.

Enterprise Evidence / Artifact
Link

Document / BIA Ref:

MTPD Horizon:

RTO Target:

RPO Target:

Throughput %:

2. SIX-PHASE CONTINUITY RISK ASSESSMENT EXECUTION LIFECYCLE

Phase

Phase 1: Framing

Phase 2:
Identification

Phase 3: Exposure

Phase 4: Inherent
Scoring

Phase 5: Residual
Risk

Phase 6: Treatment

Lifecycle Operational Focus

Scope, boundaries, dependencies, BIA
integration.

Threat sweep across all 5 operational
categories.

SPOFs, architectural weaknesses,
dependencies.

Gross Likelihood x Multi-Domain
Consequence.

Audit active safeguards & calculate net
exposure.

Remediation plans, capital budget,
testing cadence.

Continuity Risk Scoring Pack « Section 1: Alignment Check

Key Inputs, Methodologies & Standards Alignment

ISO 22301 Clause 8.2.3, NIST SP 800-30; BIA MTPD linkage.

Historical loss logs, regional hazard maps, cyber threat
feeds.

Systems architecture reviews, single-source supplier audits.

Assume 0 controls; worst-case vector rule across 5
domains.

Control Effectiveness (0-100%); net spread vs. Risk
Appetite.

Accept, Mitigate, Transfer (Insurance), Avoid; quarterly
reviews.
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Verification Status

[ 1 Verified
[ 1 Missing

[ 1 Verified
[ 1 Missing

] Verified

[
[ 1 Missing

[ 1 Verified
[

] Missing

[ 1 Verified
[ 1 Missing

Responsible Owner

Continuity Lead
Risk Working Group
Engineering / Ops
Subject Matter
Experts

Risk Committee

Executive Sponsor
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3. LIKELIHOOD RATING SCALE & EMPIRICAL RECURRENCE CALIBRATION

Score Rating Level
1 Rare
2 Unlikely
3 Possible
4 Likely
5 Almost Certain

Recurrence Interval

Exceptional; > 20-year recurrence

Occurs once every 10 to 20 years

Occurs once every 3 to 10 years

Occurs once every 1 to 3 years

Multiple times annually

Annual Probability

< 5% annual probability

5% to 10% annual
probability

10% to 30% annual
probability

30% to 70% annual
probability

> 70% annual probability

4. STANDARD 5X5 INHERENT & RESIDUAL RISK HEAT MATRIX

Empirical Calibration
Benchmark

100-year flood event, severe 7.0+
seismic fracture in non-active
zone.

Major regional utility blackout
exceeding 48 hours; Category 3+
hurricane.

Severe convective storm with local
facility flooding; major vendor
insolvency.

Cloud provider availability zone
outage; targeted ransomware
phishing campaign.

Local telecommunication fiber
cuts; workforce seasonal
respiratory absenteeism.

Likelihood Consequence / Impact (Worst-Case Domain Score 1 to 5)
(1to5) 1 — Negligible 2 — Minor 3 — Moderate 4 — Major 5 — Catastrophic
5 — Almost Certain 2 1_0 15 20 25
Moderate High Critical Critical Critical
. 4 8 12 16 20
4 — Likel .
y Low Moderate High Critical Critical
. 3 6 9 12 15
3 — Possibl
ossible Low Moderate Moderate High Critical
2 4 6 8 10
2 — Unlikel
kel Low Low Moderate Moderate High
1 — Rare 1 2 3 4 5
Low Low Low Low Moderate

Continuity Risk Scoring Pack « Section 2: Likelihood & Matrix

Low Risk (1-4): Acceptable operational exposure. Manage under routine
procedures. No dedicated capital expenditure required.

High Risk (10-14): Requires formal Risk Treatment Plan. Senior leadership
sign-off required if accepted without mitigation controls.

Moderate Risk (5-9): Manageable risk. Maintain existing controls. Review
semi-annually; escalate if control effectiveness degrades.

Critical Risk (15-25): Unacceptable enterprise exposure. Mandatory capital
investment or immediate operational redesign. Board visibility.
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5. MULTI-DIMENSIONAL CONSEQUENCE CALIBRATION BASELINE

Impact Level 1. Financial Loss
1 < $25,000
Negligible

2 $25,000 -

Minor $100,000

3 $100,000 -
Moderate $500,000

4 $500,000 -
Major $2,500,000

5 > $2,500,000

Catastrophic

2. Operational Outage vs.
MTPD/RTO

< 2 hours; zero impact on critical
business activities or client SLAs.

2 to 8 hours; non-critical batch
processing delayed; RTO targets
maintained.

8 to 24 hours; critical business
activities degraded; RTO
challenged but within MTPD.

24 to 72 hours; critical activity
failure exceeds RTO; approaches
MTPD limit.

> 72 hours; full critical business
outage exceeding MTPD;
irreversible insolvency risk.

3. Regulatory / Legal

No regulatory notification
required; minor internal
policy variance.

Informal supervisory
inquiries; standard periodic
compliance reporting notes.

Formal regulatory notice
required (e.g., state privacy
breach notification,
standard OSHA report).

Accelerated regulatory
reporting obligations
(DORA 4h, FFIEC 36h, SEC 8-
K); material penalties.

Formal consent decrees,
criminal liability
investigations, operating
charter suspension.

4. Life Safety /
People

No injuries; minor
ergonomics or
temporary
workstation
discomfort.

Minor first-aid
treatment on site;
zero lost workday
cases.

Medical treatment
beyond first aid; 1 to
5 lost workdays.

Severe physical
injuries;
hospitalizations;
extensive facility
evacuation.

Fatalities or
permanent life-
altering disabilities;
massive public safety
contamination.

5. Reputational

Zero public
awareness; isolated
internal
departmental
grievance.

Localized client
complaints resolved
through routine
customer service
channels.

Regional media
coverage; customer
churn rate increases
by 2% to 5%.

National
trade/business
media; executive
public testimony;
brand sentiment
drops.

International front-
page coverage;
systemic client
abandonment;
executive removal.

6. ORGANIZATION SPECIFIC CALIBRATION & CUSTOM THRESHOLD TABLE

* Use this worksheet to adapt the page calibration thresholds to your organization's exact revenue size, operational tolerance, and regulatory profile:

Level

1 — Negligible

2 — Minor

3 — Moderate
4 — Major

5 —

Catastrophic

Custom Financial Band

<$
$to$
$to$
$to$
>$

Continuity Risk Scoring Pack « Section 3: Impact Tables

Custom Outage vs. MTPD

< hours
to hours
to hours
to hours

> hours (exceeds MTPD)

Key Statutory / Regulatory
Deadlines

Internal reporting only
Standard compliance notes
Formal agency notice
Accelerated filings

Charter / consent decrees
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Workforce Safety
Threshold

No lost time

First-aid on site
1to 5 days lost
Hospitalizations

Fatalities / permanent harm
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WHY ARITHMETIC AVERAGING IS FATAL TO CONTINUITY PLANNING

Traditional risk registers make the catastrophic error of averaging domain scores: (Financial + Operational + Regulatory + Safety +
Reputational) / 5. Consider a critical data center fire resulting in zero regulatory fines (1), zero injuries (1), but $3.0M loss (5), a 5-day outage
exceeding MTPD (5), and front-page news (5).

» The Averaging Error: (5 + 5 + 1 + 1 + 5) / 5 = 3.4 (Rounded to 3 - Moderate). Leadership assigns moderate priority.

» The Worst-Case Vector Rule: Max(5, 5, 1, 1, 5) = 5 (Catastrophic). Triggers immediate executive capital allocation.

Core Standard: An organization survives only as well as its weakest failure point. The composite consequence rating equals the maximum score across
any individual domain.

7. WORKED SCORING COMPARISON: AVERAGING VS. WORST-CASE VECTOR

Disruption Scenario Domain Scores (Fin, Ops, Reg, Safe, Rep) Flawed Average Score Mandatory Worst-Case Vector Score
Scenario A: Ransomware Fin: 5 ($3M), Ops: 5 (>72h), Reg: 4 (5+5+4+1+4)/5 = 3.8 (Major) Max = 5 (Catastrophic) — Critical
Lockout (DORA/SEC), Safe: 1 (None), Rep: 4 (Trade) Action

Scenario B: Key-Person Fin: 2 ($50K), Ops: 4 (48h), Reg: 1 (None), (2+4+1+1+2)/5 = 2.0 Max = 4 (Major) — Immediate Cross-
Disablement Safe: 1 (None), Rep: 2 (Local) (Minor) Training

Scenario C: Regulatory Fin: 3 ($250K), Ops: 1 (None), Reg: 5 (3+145+1+4)/5 = 2.8 Max = 5 (Catastrophic) — Board

Enforcement (Suspension), Safe: 1 (None), Rep: 4 (Trade)  (Minor) Mandate

8. FILLABLE MULTI-DOMAIN SCORING WORKSHEET

Threat / Financial Operational Regulatory  Safety (1-5) Reputational Worst-Case Governing Domain
Vulnerability (1-5) (1-5) (1-5) (1-5) Consequence Driver

1. Threat: Max:

2. Threat: Max:

3. Threat: Max:

4. Threat: Max:

5. Threat: Max:
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9. CATEGORY-BY-CATEGORY THREAT SWEEP CHECKLIST

Threat Category

1. Natural Hazards

2. Cyber Threats

3. Technology Failures

4. Human & Org

5. Supply Chain

Empirical Hazards & Industry Precedents

« Seismic fractures, tropical cyclones, convective
tornadoes.

* Riverine & urban flash flooding, wildfires, extreme
heat domes.

- NOAA 28 Billion-Dollar Disasters (2023): Severe
climate volatility across diverse US basins.

+ 1SO 22301:2019/Amd 1:2024: Mandatory climate
change impact evaluation on continuity
management system.

« Extortion ransomware & simultaneous data
exfiltration.

« Distributed Denial-of-Service (DDoS) barrages.

« Identity infrastructure hijacking & admin privilege
abuse.

« Adversary targeting of backups and hypervisors.

« Cloud hyperscaler Availability Zone (AZ) blackouts.
* Telecom backbone fiber cuts & global DNS
blackouts.

 Automated deployment configuration crashes.

* July 2024 CrowdStrike Outage: 8.5M Windows
endpoints crippled globally by single kernel config
update.

« Key-person dependency: Single points of
knowledge.

« Executive sudden incapacitation or loss.

« Extended workforce unavailability (e.g. pandemic
surges).

« Catastrophic change-management operational
failures.

« Critical vendor insolvency or sudden operational
halt.

« Single-source specialized component supplier
shutdown.

« Maritime & logistics bottlenecks; geopolitical
embargoes.

* Industry Metric: Over 65% of global firms suffer
major supply chain disruption ($184B annual cost).

Continuity Risk Scoring Pack « Section 5: Threat Coverage Checklist

Mandatory Architectural Continuity
Safeguards

[ ] Dual-feed electrical utility substations.

[ ] On-site diesel generator with >72-hour fuel
contracts.

[] Critical infrastructure elevated above 500-
year flood lines.

[ ] Geographic multi-region workforce
dispersal plans.

[ ] Immutable write-once-read-many (WORM)
backup storage.

[ ] Out-of-band, air-gapped forensic staging
network.

[ ] Malware eradication gates before
authorization of restore.

[ 1 MFA enforcement on all backup &
management consoles.

[ ] Architectural single point of failure (SPOF)
audit.

[ ] Cross-system API dependency fallbacks.

[ 1 Multi-region independent cloud
deployment topologies.

[ 1 Ring-fenced, staged canary deployment
verification gates.

[ ] Documented step-by-step Standard
Operating Procedures.

[ ] Designated and cross-trained deputy for
every critical role.

[ ] Succession authorizations and emergency
signing authority.

[ 1 Secure access credentials escrow for
emergency personnel.

[ ] Audit of critical suppliers' written BCP & test
results.

[ ] Verification of supplier SLA alignment with
enterprise RTOs.

[ 1 Multi-tier vendor mapping to identify
common sub-tier fabricators.

[ ] Secondary pre-qualified sourcing contracts
in distinct georegions.
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Audit Status

[] Pass
[ 1 Defect
[1N/A

[1Pass
[ ] Defect
[IN/A

[1 Pass
[ ] Defect
[1N/A

[1 Pass
[ ] Defect
[1N/A

[] Pass
[ 1 Defect
[1N/A

Current version — Oct 31, 2026


https://continuityhub.org/risk-assessment-threat-analysis-continuity-planning/

CONTINUITY HUB - WORKING PACK

Inherent vs. Residual Risk Register Template & Quantitative ALE Modeling

Current version — Oct 31, 2026
Update history: continuityhub.org/risk-assessment-threat-analysis...

10. OPERATIONAL CONTINUITY RISK REGISTER TEMPLATE

Risk ID

RSK-OPS-
001

RSK-SEC-
002

Threat & Specific
Vulnerability

Primary Data Center
Utility Transformer
Failure

Enterprise Ransomware
Backup Encryption
Attack

BIA Critical Activity
Linked

Core Transaction
Processing (RTO: 4h,
MTPD: 24h)

ERP Database &
Client Billing (RTO:
8h, MTPD: 48h)

Inh L
(1-5)

3

Inh1(1-
5)

Inherent Active Controls & Control Res L Res | Res
Score Safeguards Effect % Score
15 Dual-feed utility + 80% 1 5 5

72h diesel generator
+ auto transfer
switch

20 Immutable WORM 75% 2 4 8
repository + air-
gapped staging
network

11. RISK TREATMENT ACTION & QUANTITATIVE MODELING (ALE = SLE x ARO)

Risk Treatment Decision Rules:
» Mitigate: Residual score >10 requires approved technical/operational controls.

- Transfer: Purchase dedicated business interruption or cyber insurance.
« Avoid: Redesign workflow or decommission high-risk architectural single point of failure.

* Accept: Permitted only for Residual Score <9 with executive risk owner sign-off.

Continuity Risk Scoring Pack « Section 6: Risk Register Template

Quantitative Financial Modeling:

SLE = Asset Value x Exposure Factor

ALE = SLE x Annualized Rate of Occurrence

Net Benefit = (ALE_pre - ALE_post) - Cost

* Justifies continuity capital budget before executive board.

Page 6 of 6 Current version — Oct 31, 2026


https://continuityhub.org/risk-assessment-threat-analysis-continuity-planning/

