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Cloud Disaster Recovery: The Four Architectures on One Card
Cloud disaster recovery is not one product; it is four architectures wearing one name. They differ by an order of magnitude in cost and in the recovery times
they can honestly promise. Most failed cloud DR programs are a cheap architecture sold against an expensive expectation.

1. Backup and Restore THE FLOOR

CLAIMED RTO
Hours to Days

HONEST RPO
Age of Last Good
Backup

RELATIVE COST
Lowest (Storage Only)

How it works: Data is replicated or backed up to cloud storage; systems are
rebuilt from images and backups when disaster strikes.
The right answer for: Archives, development systems, and anything the
business can genuinely live without for a day.
The honesty test: A lie when sold for anything tighter. Every hour is spent
provisioning and hydrating disks before OS boot.

2. Pilot Light MID-MARKET STANDARD

CLAIMED RTO
Tens of Mins to Hours

HONEST RPO
Minutes

RELATIVE COST
Low-Moderate

How it works: Minimum viable version of the environment: databases
replicating continuously; core services staged but scaled to near zero in the
recovery region.
Failover action: On declaration, compute auto-scales up around live replicated
data.
The honesty test: Real recovery at a fraction of standby cost. The pattern most
mid-market production systems should be running.

3. Warm Standby WORKING SHADOW

CLAIMED RTO
Minutes

HONEST RPO
Seconds to Minutes

RELATIVE COST
Tracks Warm Capacity
%

How it works: A reduced-capacity copy of production runs continuously in the
second region, taking replicated data and ready to absorb load after scale-up.
Cost driver: Infrastructure spend roughly tracks the exact fraction of
production capacity kept warm.
The honesty test: Sizing for a quiet Tuesday will cause instant collapse on the
Monday your primary fails during peak customer traffic.

4. Active-Active HEADLINE RISK ONLY

CLAIMED RTO
Approaches Zero

HONEST RPO
Approaches Zero

RELATIVE COST
Highest (Engineering
Heavy)

How it works: Removes failover by removing the single home. Traffic is served
from two or more regions simultaneously, each able to carry the whole load.
Build reality: Expensive not in cloud infrastructure but in application
architecture — multi-region data consistency is an engineering program, not a
purchase.
The honesty test: Reserved strictly for systems whose downtime is measured
in national headlines, and for almost nothing else.

Side-by-Side Architectural Decision Matrix

ARCHITECTURE HONEST RTO HONEST RPO PRIMARY FAILURE & COST TRAP APPROPRIATE WORKLOAD TIER

Backup & Restore Hours to Days Age of last backup Cold hydration times; sold against
tight RTO expectations

Archives, dev, batch, non-critical Tier
3/4

Pilot Light Tens of mins to hours Minutes Automation scripts failing to scale
compute during failover

Mid-market production core, Tier 2
standard

Warm Standby Minutes Seconds to minutes Under-sizing standby for quiet traffic;
collapsing at peak

Revenue-critical Tier 1, low tolerance
for delay

Active-Active Approaches zero Approaches zero Cross-region data consistency bugs;
massive architectural debt Headline-risk Tier 0 services only

Vendor Quoting Rule: Any recovery number a vendor or sales rep quotes must be restated as the architecture that produces it. If they promise 15-
minute RTO at backup-and-restore prices, they are quoting an aspiration, not an engineering capability.Continuity Hub • Cloud Disaster Recovery Field Guide https://continuityhub.org/cloud-disaster-recovery-draas-architecture-multi-cloud-strategy/



CONTINUITY HUB
CLOUD DISASTER RECOVERY • QUICK CARD • PAGE 2 OF 2

DRAAS & GOVERNANCE

Current version — Nov 2, 2026. Update history: https://continuityhub.org/cloud-disaster-recovery-draas-architecture-multi-cloud-strategy/

DRaaS: Buying the Runbook, Not Just the Region
Disaster Recovery as a Service wraps replication in an operating contract. A DRaaS provider supplies replication tooling, the recovery environment,
orchestration, and people with a tested runbook for the worst morning of your year.

The Distinction That Decides Value THE RUNBOOK TEST

Server-Shaped Recovery Trap: Restoring virtual machines that nobody can
log into or route traffic to is the cloud industry's most common
disappointment.
The Non-Negotiable Contract Requirements:

Declared-disaster support: Contracted human response on standby.
Regular failover testing with evidence: Proven logs, not assurances.
Dependency list recovery: Identity, DNS, and networking restored first.

The Rule: Buy the dependency list, tested, or do not call it recovery.

Cloud-Specific Failure Modes CONTROL PLANE RISK

Region vs. Control Plane: Replicating inside one region shares its physical
fate. More critically, recovery actions depend on the provider's control plane,
identity system, and console. When the incident is the provider's, your recovery
tools degrade in the same hour.
The October 2026 IDCF Lesson: A ransomware event at a cloud provider left
hundreds of customers' data in several zones likely irretrievable. Every DR
review must ask: "What, exactly, still exists if the provider is the event?"
Multi-Cloud Stance: Multi-cloud is not fashion; it buys independence from
provider-wide failure at high complexity. Only deploy where failure analysis
demands it.

Identity: The Dependency Everyone Discovers Mid-Failover PRE-LAUNCH GATE

Applications recover; authentication does not — because the identity provider, secrets vault, and admin accounts all lived in the failed estate. Every cloud DR design
must explicitly name and verify these four decisions in advance:

1. Break-Glass Credentials: Location of emergency root/admin keys
independent of the primary IdP and tenant.

2. DNS Cutover Mechanism: How DNS records move (TTL reduction,
independent authoritative nameservers).

3. External Certificates & Secrets: Which TLS certs, encryption keys, and
secrets exist outside primary region.

4. Disaster Declaration Authority: Explicitly named roles authorized to
trigger paid failover without delay.

These are cheap decisions in design and ruinously expensive discoveries in production.

The 4-Rung Cloud DR Testing Ladder CAPABILITY VERIFICATION

An untested cloud DR plan is a pricing document, not a capability. Progressively prove operational capability across four rungs:

TESTING RUNG CADENCE EXECUTION METHOD & SCOPE EVIDENCE & DELIVERABLE

1. Backup Hydration Quarterly per system Restore backup to clean target; prove files open and
database mounts Restore timestamp, integrity checksum

2. Single Workload
Failover Bi-annual Fail over single complete workload end-to-end; time against

claimed RTO Stopwatch time vs claimed RTO delta

3. Regional Game Day Annual Primary region declared dead; business operates from
recovery estate for real hours

User traffic logs, transactional integrity
report

4. Provider Failure
Tabletop Prior to launch Tabletop simulation with leadership: provider control plane /

multi-zone loss
Board-level provider-failure contingency
brief

The Honest Reporting Contract: Record actual RTO and RPO from every run and publish them next to promised numbers. The gap between the two numbers is the
program's true state — and the Business Impact Analysis (BIA) that set the targets deserves to hear about it first.
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