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The Cloud DR & DRaa$S Operating Pack

Four operational working tools built strictly from the published substance of the Cloud Disaster Recovery and DRaaS guide. Designed for SMB and mid-market IT
leads to eliminate the gap between cheap architectures and expensive business expectations.

Organization: Lead Engineer / Architect: Review Date: Primary Cloud Provider:

Tool 1: Four-Architecture Workload Classification Framework
Classify each enterprise system into one of the article's four cloud disaster recovery architectures. Never accept a vendor's recovery time quote without identifying
which underlying architecture produces it.

SYSTEM / WORKLOAD BUSINESS

NAME CRITICALITY TARGET RTO TARGET RPO ASSIGNED ARCHITECTURE LOAD HONESTY SIGN-OFF
i i < 30 mins < 5 mins Q Pilot Light Peak month-end verified
Primary ERP / Ledger Tier 1 (Core) ) Warm Standby
Customer Portal / Web Tier 1 (Revenue) < 15 mins <1 min 0 ULELTT] Stan.dby Peak traffic capacity
(O Active-Active tested
Internal Communications Tier 2 (Internal) < 4 hours <1 hour 0 B'ackup/Restore Off-region mail route
(O Pilot Light check
Analytics / Data ; < 24 hours < 24 hours Hydration window
Warchouse Tier 3 (Batch) (O Backup and Restore verified
(O B&R (J Pilot () Warm (JJ
Act/Act
(O B&R (J Pilot () Warm (JJ
Act/Act
(O B&R () Pilot () Warm (]
Act/Act
(O B&R () Pilot () Warm (]

Act/Act

The Core Architecture Principle: Most failed cloud DR programs are a cheap architecture sold against an expensive expectation. Backup and restore is the right answer
for dev/archives and a lie when sold for anything tighter. Pilot light is the mid-market production standard. Warm standby requires true peak-load sizing. Active-active is

an appiication en ineerin'gé.zr
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DECISION WORKSHEET
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Four-Architecture Comparison & Decision Worksheet

Evaluate and score your target workloads against the four distinct architectural models side by side. Use this sheet to justify infrastructure spend to leadership
based on honest recovery capabilities.

EVALUATION DIMENSION

Honest RTO Range

Honest RPO Range

Standby Resource Footprint

Cost Structure

Engineering Burden

The Critical Honesty Test

Current Workload Fit
Assessment

Budget & Spend Approval

1. BACKUP & RESTORE (THE
FLOOR)

Hours to Days

Age of last good backup

Storage & VM image repos
only; zero running compute

Lowest infrastructure cost
(storage tier rates)

Low: periodic script validation
and cold restore testing

Will the business tolerate being
offline for 24+ hours?

Workloads:

Est. Monthly: $
Approved: (]

2. PILOT LIGHT (MID-MARKET
CORE)

Tens of minutes to few hours
Minutes (continuous sync)

Replicating database running;
staged core services at zero
scale

Fraction of standby cost; burst
compute charges upon failover

Medium: automated
orchestration to scale compute
around data

Can automation reliably scale
up compute under chaos?

Workloads:

Est. Monthly: $
Approved: (]

3. WARM STANDBY
(WORKING SHADOW)

Minutes
Seconds to Minutes

Reduced capacity production
copy running in secondary
region

Proportional to warm capacity
% (typically 30%-50% of prod)
Medium-High: traffic routing,
load monitoring, sync drift

audits

Will standby collapse on
Monday morning peak traffic?

Workloads:

Est. Monthly: $
Approved: (]

4. ACTIVE-ACTIVE (HEADLINE
RISK)

Approaches Zero (Regional loss)

Approaches Zero

Full production scale running
concurrently across 2+ regions

2x-3x infrastructure plus
massive engineering investment

Extreme: multi-region
distributed data consistency &
consensus

Is downtime truly measured in
national front-page news?

Workloads:

Est. Monthly: $
Approved: (]

Architectural Decision Sign-Off: "We hereby certify that all production workloads have been matched to recovery architectures based on honest RTO/RPO tolerance
rather than cost-discount optimism."

IT Director Signature:

ontinuity Hub « The Cloud DR & DRaaS Pack

Finance / Business Lead Signature:
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VENDOR AUDIT
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DRaaS Vendor Questions: Buying the Runbook, Not Just the Region

Disaster Recovery as a Service wraps replication in an operating contract. Server-shaped recovery that restores machines nobody can log into is the industry's
most common disappointment. Score your prospective provider on these mandatory questions before signing.

Vendor Name: Proposed Solution: Annual Contract Value: Audit Pass / Fail:

MANDATORY QUESTION FOR VENDOR

THE ARTICLE'S CONTRACT STANDARD

Contract must include live human response &

VENDOR ANSWER

SCORE (PASS/FAIL)

Declared-Disaster Human Support: What named team ) . ; [ PASs
failover execution for the worst morning of your year

operates our runbook when we declare? s - O FALL
— not self-service ticketing.

Dependency Recovery (The Anti-Server Trap): Do you Serv'er—shaped recovery 1s a fa|lure. Contract must [ PAsS

: . . ; explicitly recover identity, certs, firewall rules, and

orchestrate identity, DNS, and networking, or just VMs? O FAIL
DNS cutover.

Failover Testing Cadence & Evidence: How many full Regular failover teSt”?g with end-to-end evidence is [ Pass

. . . . . mandatory. Must deliver stopwatch RTO/RPO proof,

failovers are included, and what evidence is delivered? ; O FAIL
not automated pings.

Runbook Ownership & Maintenance: Who writes, You are buying the rL{anok, not just the region. The O PAss

e provider must co-maintain and validate the runbook

updates, and certifies the step-by-step recovery runbook? . O FAIL
after every production change.

Provider Control-Plane Independence: If your The region is a failure domain and so is the control PASS

management console or underlying cloud fails, how do we plane. Must have out-of-band declaration and ) FAIL

fail over? console-independent failover tooling. O

Ransomware & Total Estate Loss (The IDCF Test): What October 2026 IDCF standard: Prove off-platform, air- 0 PAsS

exists if your environment suffers ransomware or zone gapped immutable backup copies that survive O FAL

wipe?

provider-level compromise.

The DRaaS$ Signing Gate: If the prospective vendor answers "self-service" or "customer manages identity/DNS cutover," you are buying virtual machine replication — not

DRaaS. Buy the dependency lisi, tested, or do not il it recovery.
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PRE-LAUNCH AUDIT
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Cloud Failure-Mode Pre-Launch Checklist

Cloud architectures introduce failure modes that do not exist in on-premise data centers. Verify every item on this checklist before declaring any cloud disaster
recovery environment operational.

Section 1: Control Plane & Blast Radius Independence

CHECK

O

0

O

O

FAILURE MODE REQUIREMENT

Multi-Region Physical Separation

Control Plane Failure Decoupling

The IDCF Outage Standard

Multi-Cloud Justification

TECHNICAL VERIFICATION & IMPLEMENTATION DETAILS

Target recovery region is distinct from primary (different
geographic zone, power grid, and physical fault lines).

Failover tooling, scripts, and automation do not rely on the primary
region's IAM, API endpoints, or management console.

October 2026 provider-level ransomware test: Immutable off-
platform copy exists if the entire cloud provider goes dark.

Multi-cloud is selected only where failure analysis demands it —
not as fashion. Operational complexity documented.

Section 2: Identity & Dependency Cutover (The Mid-Failover Trap)

CHECK

O

O

]

M
(=)

DEPENDENCY REQUIREMENT

1. Break-Glass Credentials

2. DNS Cutover Mechanism

3. Certificates & Secrets Staged

4. Disaster Declaration Authority

Continuity Hub « The Cloud DR & DRaa$S Pack

NAMED IMPLEMENTATION DETAIL

Where do break-glass credentials live? Must be stored outside
primary tenant/IdP with tested access during total lockout.

How does DNS move? Authoritative DNS must sit outside primary
region; TTLs reduced to 60-300s prior to event.

Which certificates and keys exist outside primary region? TLS certs,
KMS keys, and API secrets pre-staged in recovery.

Who is authorized to declare disaster? Named roles with authority

to initiate paid tailover wjthout waiting tor
P https:)} i

EVIDENCE SIGN-OFF

Region IDs documented

Endpoint audit complete

Off-platform bucket / vault
verified

Risk assessment filed

SIGN-OFF / VERIFIED

Physical vault / secondary
IdP:

DNS Provider & Script:

Secondary vault inventory:

Primary: Secondary:

Sensus. . )
continuityhu .org/cc?oug»dglsaster-recovery—draas—archltecture-muItl—cloud—strategy/
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Cloud DR Test Log & BIA Gap Recorder

An untested cloud DR plan is a pricing document, not a capability. Record actual RTO and RPO from every run and publish them next to promised numbers. The
gap between the two is the program's true state — report it to the BIA first.

DATE ;EJSJ(I;NG LADDER TARGET WORKLOAD PROMISED RTO ACTUAL RTO RPO DELTA BIA GAP FINDING SIGN-OFF

Rung 1: Hydrate
(Backup restore)

Rung 2: Failover
(Single workload)

Rung 3: Game Day
(Regional loss)

Rung 4: Tabletop
(Provider failure)

BIA Target Reconciliation & Remediation Protocol

Mandatory Escalation Threshold: Whenever Actual RTO exceeds Promised RTO by > 25% or Actual RPO exceeds BIA data-loss limits, the gap must be formally
escalated to executive leadership within 48 hours. Choose one remediation path:

(J Path A: Upgrade Architecture: Move workload up the ladder (e.g. from (O Path B: Adjust BIA Expectations: Formally revise business recovery
Backup & Restore to Pilot Light). expectations to match architectural reality.
Lead BIA Analyst Sign-off: Date:

VP of infrastructure 7/ CiO Sign-ofi: Date:
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